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LLP 

(57) ABSTRACT 

A method secures software in a computer system that has 
one or more fixed disk drives. Each fixed disk drive is 
configured with a predetermined system serial number, such 
that each fixed disk drive has the same system serial number. 
Software is received with an associated target serial number. 
The associated target serial number is compared to the 
system serial number on every fixed disk drive. The file is 
installed when the system serial number on every fixed disk 
drive is the same as the associated target serial number. A 
computer program product embodies the method described 
above. 

22 Claims, 4 Drawing Sheets 
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Provide at least one hard disk drive. 



Determine system serial number. 



Encrypt the system serial number. 



82 



84 



-86 



v88 



For each hard disk drive of the system server, 

Determine the disk drive serial number stored on 

the disk drive by: 

reading the disk drive serial number, and 
decrypting the disk drive serial number, 
comparing the decrypted disk drive serial 
number to a generic disk drive serial 
number; 

If the decrypted disk drive serial number is the 
same as the generic disk drive serial number, write the 
encrypted system serial number on that disk drive. 



Method of Configuring a Hard Disk Drive with the System Serial Number 
(Disk Installation Procedure) 
FIG. 2 
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Receive software having an associated target serial f 
number. 
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Identify the target serial number. 



I 



Decrypt the target serial number. 



I 



Determine whether every hard disk drive has the 
same serial number as the target serial number; 

If every hard disk drive has the same serial number 
as the target serial number, install the software; 

otherwise, do not install the software. 
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Method of Installing Software in a Voice Mail Server 
with a System Serial Number 

(Software Installation Procedure) 
FIG. 3 



06/08/2004, EAST version: 1.4.1 



U.S. Patent Apr. 20, 2004 Sheet 4 of 4 US 6,725,205 Bl 



Receive software having an associated target serial 
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Identify the target serial number. 



Determine whether the target serial number is the 
same as the CPU serial number, and 
If not, do not install the software. 
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Determine whether every hard disk drive has the 
same serial number as the target serial number; 

If every hard disk drive has the same serial number 
as the target serial number, install the software; 

otherwise, do not install the software. 



Method of Installing Software in a Voice Mail Server 
with a System Serial Number 

(Software Installation Procedure) 
FIG. 4 
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SYSTEM AND METHOD FOR SECURE added to the list. Maintaining the list of hard disk drives for 

SOFTWARE INSTALLATION eacD system is time-consuming and prone to error. 

Other well-known methods of protecting software include 

The present invention relates generally to computer issuing license keys that are checked at run-time on a 

systems, and particularly to a system and method for pro- 5 particular computer; using keys that are available from a 

tecting software in a voice mail server. network server i Providing physical hardware keys; and 

encrypting the program or critical call addresses in the 

BACKGROUND OF THE INVENTION program. These methods also have disadvantages. Checking 

n , , u ■ i a license keys at run-time imposes overhead on the applica- 

Data storage systems such as voice mail servers store and . _ J , r . , . . rr 

j , u u fi u 10 tion. Program or call decryption during run-time imposes 

ret neve data such as phone messages for a large user base. iU , , & , .. . JP „. . , \ , . r 

nn.. . u a j overhead on the application. Physical hardware keys can 

This user base may consist of tens, hundreds or even _ „ , . rr . 

ti _ , c *u • -i _ - * fail, become lost, or conflict with other hardware in the 

thousands of users. Because the voice mail servers service a * _ . \ , . • • 

, , . , .I r system. Because telephony applications operate in real-time, 

large user base, the voice mail servers must be capable ot J . , 

. , , . j * i . outages are unacceptable. 

simultaneously storing and retrieving multiple phone mes- r • , 

sages. The voice mail server stores each phone message in 15 Therefore a system and method are needed that provides 

a set of disks. Users periodically retrieve these stored phone software security and simplifies administration of software 

messages through a user interface. This user interface pro- distribution. 

vides the user with several options for handling the stored SUMMARY OF THE INVENTION 
messages such as reviewing forwarding, deleting, or keep- A tem ^ number xcm& software in a 
ing stored messages. Typically, the voice mail server has the ^ ffl ^ number fe ^ {Q authenticate 
ability to store dozens of messages for each user. In addition, disk dfives and software fn a ticular comput er system 
a voice mail server servicing hundreds or thousands of users hayin Qne Qr mofe fixe(J digk dfives £ach fixed disk driye 
may, during peak usage, be required to simultaneously store fa confi d with a predetermined system serial number, 
many dozens of voice mail messages. sucfa ^ each fixed digk dfive has ^ same predetermined 
Each stored phone message occupies a significant amount system serial num ber. Software is received with an associ- 
of disk storage space. Consequently, a set of disk drives is ated target serial num ber. The target serial number is corn- 
provided that has a correspondingly large data storage pared t0 the predetermined system serial number on every 
capability. Typically, the disk drives are hard disk drives. fixed fa k dr ; ve . nJe ^ installed when the system serial 
When the voice mail server receives a voice message that is num ber on every fixed disk drive is the same as the target 
to be stored, the voice mail server selects a hard disk drive, serial number. 

and writes the voice message to the selected hard disk drive. Alternately, the target serial number associated with the 

Typically, the voice mail server is implemented as an software is provided in an encrypted form, and the system 

application program or a set of application programs. One of serial numbers are stored in an encrypted form, 

the hard disk drives is designated as a master disk which $5 In another alternate embodiment, the system serial num- 

stores an operating system and the application program ber is the same as the central process i n g un it (CPU) serial 

software. Depending on the system configuration, the master number 

disk may also store voice mail messages. , n yet anotfaer ahernate emb odiment, a computer program 

In the voice mail server, each hard disk drive is associated product embodies the method of the present invention, 

with a unique disk drive serial number which is stored in a 40 By providing a uniform system ^ai number for distrib- 

predetermined location on the hard disk drive. ming new and upgraded softwa re, the vendor's administra- 

In some applications, software is sold or licensed on a t j on e gbrts are reduced. By encrypting the serial number on 

per-system basis. Typically, the software is distributed on tne software distribution medium and on the hard disk 

removable media such as a floppy disk or CD-ROM. To drives, system security is further enhanced. 

secure the software from unauthorized use on a different 45 

system, the software distribution medium includes a list with BRIEF DESCRIPTION OF THE DRAWINGS 

the unique disk drive serial number for each hard disk drive Additional objects and features of the invention will be 

of the system. When installing the software from the distri- more readily apparent from the following detailed descrip- 

bution medium, an installation procedure compares the tion and appended claims when taken in conjunction with 

unique disk drive serial number on the medium to the disk 50 the drawings, in which: 

drive serial number of each hard disk drive in the system, FIG. 1 is a block diagram of a voice mail server in 

including the master disk drive. The installation procedure accordance with the present invention. 

installs the software only if every unique serial number on piG. 2 is a flowchart of a method of configuring the disks 

the distribution medium matches the disk drive serial num- 0 f t he voice mail server of FIG. 1 with the system serial 

ber of a hard diskdrive in the system. If a serial number of 55 number in accordance with the present invention. 

a hard disk drive was not found, or if a hard disk drive had FIG. 3 is a flowchart of a method of installing software in 

a serial number that was not on the medium, the software the voice mail of FI g. l i n accordance with the 

installation procedure will not install the software. present invention. 

Hard disk drives fail and need to be replaced. Every time FIG. 4 is a flowchart of the method of installing software 

that a hard disk drive is replaced on a particular system, the 60 m tDe ma ii server of FIG. 1 in accordance with an 

vendor needs to update a list of disk drive serial numbers alternate embodiment of the present invention, 
that will be stored on the software distribution medium. The 

serial number of the hard disk drive that was replaced needs DESCRIPTION OF THE PREFERRED 

to be removed, and the serial number of the replacement disk EMBODIMENTS 

drive needs to be added. In addition, hard disk drives may be 65 In FIG. 1, a voice mail server 10 stores and retrieves 

added to increase system capacity. When a hard disk drive messages. The voice mail server 10 is a particular type of 

is added, the serial number of the new disk drive needs to be computer system and preferably includes: 
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a data processor (CPU) 12 that may include a unique CPU 

serial number 13; 
a user interface 14, including a display 16 and one or more 

input devices, such as a mouse 18 and a keyboard 19; 
one or more voice cards ( VC) 20 for receiving phone calls 

from a public switched telephone network 22; 
memory 24, which may include random access memory 

as well as disk storage 30 and other storage media; 
a routing unit 26 for routing incoming messages to one of 

a plurality of disks 30; 
a floppy disk drive 36 for retrieving information from and 

storing information to a floppy disk 38; the information 

includes programs and data; 
an optical disk drive 40 for retrieving information from 

and storing information to an optical disk 42 such as a 

CD-ROM; 

a packet-based interface 43 for connecting to a remote 
server 44 via a packet switched network 45 such as the 
Internet; and 

one or more buses 48 for interconnecting the aforemen- 
tioned elements of the system. 
The operation of the voice mail server 10 is controlled 
primarily by control programs that are executed by the 
system's processor 12. In a typical implemenlation,the pro- 
grams stored in the system memory 24 include: 

an operating system 50 that includes procedures for 
handling various basic system services and for per- 
forming hardware dependent tasks; the operating sys- 
tem 50 may include a set of user interface procedures 
for handling input received from the user interface 14 
and displaying the output to the user on the display 16; 
a file handling system 52, including a load allocation 
procedure 54, for determining which disk 30 should be 
assigned a disk write request; 
a voice mail application 60 for controlling the storage and 

retrieval of phone messages from the disks 30; 
a disk installation procedure 62 in accordance with the 
present invention that is executed when a hard disk 
drive is installed, removed or replaced; the disk instal- 
lation procedure 62 configures the hard disk drives 30 
by writing a uniform system serial number 34 on the 
hard disk drives 30; 
a software installation procedure 66 in accordance with 
the present invention that installs new and upgraded 
software in the voice mail system 10; 
an encryption procedure 68 to encrypt data; and 
a decryption procedure 70 to decrypt data. 
The software installation procedure 66 is preferably ini- 
tially stored on the software distribution medium with the 
new and upgraded software, and is copied to the memory 24 
for execution. The memory 24 also stores a target system 
serial number 72 that is retrieved from the software distri- 
bution medium when new or upgraded software is installed. 
As used herein, the term "software" includes both execut- 
able and non-executable files, and data received via the 
distribution medium. 

One of the hard disk drives 30-1 is designated as a master 
disk. The master disk 30-1 provides persistent storage for the 
programs and data listed above with respect to the memory 
24. 

When the voice mail system 10 is operating, the voice 
cards 20 receive voice messages from the public switched 
telephone network 22. For each incoming voice message, 
the voice mail application 60 sends a sequence of disk write 



10 



IS 



20 



25 



35 



45 



50 



60 



65 



requests to the load allocation procedure 54. For instance, a 
separate disk write request may be generated for each block 
of compressed, encoded voice data of a particular size. The 
load allocation procedure 54 assigns each disk write request 
to a particular hard disk drive 30. Once a disk write request 
has been assigned to a selected disk 30, the file system 52 
sends a signal to the routing unit 26 to store the data 
associated with the disk write request on the selected disk 
30. 

To prevent unauthorized use and copying of software, the 
vendor assigns a unique system serial number to each 
system installation. When upgrading or adding software to 
the voice mail system 10, a floppy disk 38 may be used as 
the software distribution medium. The floppy disk 38 stores 
new and upgraded software 74 with an associated target 
system serial number 76. Preferably the target system serial 
number 76 is stored in a file on the software distribution 
medium. In one embodiment, the target serial number is 
stored in a hidden file. Alternately, the target system serial 
number 76 is stored in a predetermined location of the 
software distribution medium. In an alternate embodiment, 
an optical disk 42 is the software distribution medium. In yet 
another embodiment, the new and upgraded software 14a 
with the associated system serial number 76a is retrieved 
from the remote server 44 via the Internet 45. 

To prevent the new and upgraded software from unau- 
thorized copying and distribution, the present invention 
provides a uniform system serial number to associate par- 
ticular software with a particular system. Only one instance 
of the serial number is used to authenticate the software and 
hard disk drives on the particular system. In a system having 
multiple hard disk drives, to install new or upgraded 
software, every hard disk drive must have the same serial 
number as the target serial number associated with the new 
or upgraded software. Therefore, the vendor's efforts to 
support the system are reduced because only one serial 
number per system needs to be tracked. In addition, system 
availability is increased because the likelihood of errors 
during installation is reduced. 

Prior to executing the disk installation procedure 62, the 
vendor configures the disk drive serial number 34 of each 
new hard disk drive to be added to the system with a 
predetermined generic serial number. To install the new disk, 
the disk installation procedure 62 reads the disk drive serial 
number. When the disk drive serial number matches the 
predetermined generic serial number, the disk installation 
procedure 62 converts the generic serial number 34 on the 
new hard disk drive 30 to the system serial number 34. 
Therefore, after executing the disk installation procedure 62, 
all the hard disk drives 30 in a particular system have the 
same serial number. 

However, when the disk drive serial number of the new 
hard disk drive does not match the generic serial number, the 
disk installation procedure 62 does not place the system 
serial number on the new hard disk drive. Therefore, new 
and upgraded software received in the future may not be 
installed. 

Referring to both FIGS. 1 and 2, the method of config- 
uring a hard disk drive with the system serial number in the 
disk installation procedure 62 will be described. In step 82, 
at least one hard disk drive 30 is provided, and the hard disk 
drive 30 has a unique serial number. In step 84, the disk 
installation procedure 62 determines the system serial num- 
ber. In one embodiment, the disk installation procedure 62 
determines the system serial number by reading the system 
serial number from the predetermined location, such as 
sector zero, on the software distribution medium. 



06/08/2004, EAST Version: 1.4.1 



US 6,725 : 

5 

Alternately, the system serial number is the CPU serial 
number 13, which is read from the CPU 12. In step 86, the 
disk installation procedure 62 calls the encryption procedure 
68 to encrypt the system serial number. In step 88, for each 
hard disk drive of the voice mail system, the disk installation 5 
procedure 62 determines whether the disk drive serial num- 
ber 34 of the hard disk drive 30 is the same as the generic 
serial number by reading the disk drive serial number 34 
from the hard disk drive 30, decrypting the disk drive serial 
number 34, and comparing the decrypted disk drive serial 10 
number to the generic serial number. If the decrypted disk 
drive serial number is the same as the generic serial number, 
the disk installation procedure 62 writes the encrypted 
system serial number on that hard disk drive 30. 

The target serial numbers on the software distribution 15 
medium and the hard disk drives may be stored using the 
same or different encryption keys. Preferably, the target 
system serial number is encrypted using a first key, and 
stored on the software distribution medium in an encrypted 
form. The system serial number on the hard disk drives is 20 
encrypted using a second key, different from the first key, 
and stored in the disk drives in the encrypted form. 

In an alternate embodiment, the system serial number is 
not encrypted. In yet another embodiment, the system serial 
number is written to the newly installed disk(s) without first 25 
checking the serial number previously written on the disk(s). 

In FIG. 3, a flowchart of one embodiment of the software 
installation procedure 66 of FIG. 1 is shown. In step 92, the 
software installation procedure 66 (FIG, 1) receives system 
software which has an associated target serial number 30 
depending on the medium. In step 94, the software instal- 
lation procedure 66 (FIG. 1) identifies the target serial 
number. In step 96, the software installation procedure 66 
decrypts the target serial number. In an alternate 
embodiment, the target serial number is not encrypted and 35 
step 96 is omitted. 

In step 98, the software installation procedure 66 (FIG. 1) 
determines whether the disk drive serial number of every 
hard disk drive 30 (FIG. 1) of the system 10 (FIG. 1) is the 
same as the target serial number by reading the hard disk 40 
drive serial number 34 (FIG, 1) from each hard disk drive 30 
(FIG. 1), decrypting the disk drive serial number 34, and 
comparing the decrypted disk drive serial number to the 
system serial number. If the disk drive serial number 34 
(FIG. 1) of every hard disk drive 30 (FIG. 1) is the same as 45 
the target serial number, the software installation procedure 
66 installs the software. If not, the software is not installed. 

In an alternate embodiment, the disk drive serial number 
34 is not encrypted and the decrypting of the disk drive serial 
number 34 is not performed. 50 

Although step 98 of FIG. 3 states that the disk drive serial 
number for every hard disk drive in the system is compared 
to the target serial number, in an alternate embodiment, only 
the disk drive serial number 34-1 of the master disk is 
compared to the target serial number. The software instal- 55 
lation procedure 66 installs the software based on the results 
of that one comparison. 

In another embodiment, the software installation proce- 
dure 66 (FIG. 1) further increases system security by peri- 
odically (e.g., once per day, or once per hour, or any other 60 
appropriate time interval)checking the serial numbers of all 
the hard disk drives 30 (FIG. 1) when the voice mail 
application 60 (FIG. 1) is executing. The software installa- 
tion procedure 66 (FIG. 1) periodically determines whether 
the associated target serial number of the new and upgraded 65 
software is the same as the disk drive serial number 34 (FIG. 
1) of each hard disk drive 30 (FIG. 1). When at least one of 
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the hard disk drives 30 (FIG. 1) has a disk drive serial 
number different from the associated target serial number of 
the new and upgraded software, the software installation 
procedure 66 (FIG. 1) prevents the system 10 (FIG. 1) from 
accessing the software. In one embodiment the software 
installation procedure 66 (FIG. 1) uninstalls the software by 
deleting the new and upgraded software from the system. 

FIG. 4 is an alternate embodiment of the software instal- 
lation procedure of FIG. 3 that uses the CPU serial number 
13 (FIG. 1) to enhance system security. Steps 92, 94 and 98 
are the same as in FIG. 3 and will not be described. After 
step 94, in step 96a, the software installation procedure 66 
determines whether the target serial number from the soft- 
ware distribution medium is the same as the CPU serial 
number 13 (FIG. 1). If not the installation procedure 66 does 
not install the software. 

In yet another alternate embodiment, software is installed 
in the system based only on the CPU serial number. Steps 
92, 94, and 96a are performed. In step 98, the serial numbers 
on the hard disk drives are not checked, and the software is 
installed in the system. 

The following pseudo-code further describes an embodi- 
ment of the software installation procedure 66 (FIG. 1) of 
the present invention: 



authenticate ( ) 

{ 

num_media=read_number_from_media( ); 
num_disk=read_number__from_hard_disk( ) ; 
if (num_media==num_disk) 
return(TRUE); 

else 

return(FALSE); 

} 

main( ) 
{ 

if (authenticate( )==TRUE) 
instalI_software( ); 

else 
{ 

perror("Not authorized to install software"); 
exit(-l); 

} 

} 



In the above pseudo-code, the authenticate function 
returns a TRUE i£ a hard disk drive has the same serial 
number as the software medium. In a preferred embodiment, 
the authenticate function is modified to include a hard disk 
drive parameter to authenticate every hard disk drive in the 
system. 

The main program calls the authenticate function. When 
the authenticate function returns TRUE, an instalL_software 
function installs the software from the software distribution 
medium to the master disk or other designated disk of the 
system. 

The system has been described with respect to fixed disk 
drives, that is, the hard disk drives 30. In an alternate 
embodiment, the disk drives 30 use removable media. In this 
case, the disk installation procedure 62 writes the system 
serial number on the removable medium, and the software 
installation procedure 66 reads the system serial number 
from the removable medium. 

As described above, the present invention is implemented 
as a computer program product that includes a computer 
program mechanism embedded in a computer readable 
storage medium. For instance, the computer program prod- 
uct could contain the program modules shown in FIG. 1. 
These program modules may be stored on a CD-ROM, 
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magnetic disk storage product, or any other computer read- 
able data or program storage product. The software modules 
in the computer program product may also be distributed 
electronically, via the Internet or otherwise, by transmission 
of a computer data signal (in which the software modules are 5 
embedded) on a carrier wave. 

While the present invention has been described with 
reference to a few specific embodiments, the description is 
illustrative of the invention and is not to be construed as 
limiting the invention. Various modifications may occur to 10 
those skilled in the art without departing from the true spirit 
and scope of the invention as defined by the appended 
claims. 

What is claimed is: 

1. A method of securing software in a computer system is 
having a plurality of fixed disk drives, comprising: 

configuring a disk drive serial number of each fixed disk 
drive of the plurality of fixed disk drives with a 
predetermined system serial number, such that each 



fixed disk drive has the same predetermined system 20 u nivalis the software. 



decrypting the associated encrypted target serial number 

to provide a target serial number; 
decrypting the encrypted disk drive serial number of 

every disk drive to provide a disk drive serial number 

for each fixed disk drive; 
determining whether the target serial number is the same 

as the disk drive serial number for every fixed disk 

drive; and 

installing the software when the target serial number is the 
same as the disk serial number on every fixed disk 
drive. 

9. The method of claim 8 further comprising: 
periodically determining whether the associated target 

serial number is the same as the disk drive serial 
number on every fixed disk drive; and 
preventing the computer system from accessing the soft- 
ware when at least one of the fixed disk drives has a 
disk drive serial number different from the associated 
target serial number. 

10. The method of claim 9 wherein said preventing 



serial number; 
receiving software with an associated target serial num- 
ber; 

determining whether the associated target serial number 
of the software is the same as the disk drive serial 
number on every fixed disk drive of the plurality of 
fixed disk drives; and 

installing the software when the serial number on every 



25 



11. The method of claim 8 wherein the computer system 
has a processor with a processor identifier, and the disk drive 
serial number is the processor identifier. 

12. The method of claim 8 further comprising: 
storing the software with the target serial number on a 

removable disk, wherein said receiving retrieves the 
software with the target serial number from the remov- 
able disk. 

13. The method of claim 8 wherein said receiving 



fixed disk drive is the same as the associated target 30 mcludes retrieving the software with the associated serial 



35 



40 



45 



serial number of the software. 

2. The method of claim 1 further comprising: 
periodically determining whether the associated target 

serial number of the software is the same as the disk 
drive serial number on every fixed disk drive; and 
preventing the computer system from accessing the soft- 
ware when at least one of the fixed disk drives has a 
disk drive serial number different from the associated 
target serial number of the software. 

3. The method of claim 2 wherein said preventing unin- 
stalls the software. 

4. The method of claim 1 wherein the computer system 
has a processor with a processor identifier, and the prede- 
termined system serial number is the processor identifier. 

5. The method of claim 1 further comprising: 
storing the software with the associated serial number on 

a removable disk, wherein said receiving retrieves the 
software with the associated serial number from the 
removable disk. 

6. The method of claim 1 wherein said receiving includes 50 
retrieving the software with the associated target serial 
number from a remote computer. 

7. The method of claim 1 wherein said receiving includes 
retrieving the software with the associated target serial 
number from a remote computer via the Internet. 

8. A method of securing software in a computer system 
having a plurality of fixed disk drives, comprising: 

encrypting a predetermined disk drive serial number to 
provide an encrypted predetermined disk drive serial 
number; 

configuring each fixed disk drive with the encrypted 
predetermined disk drive serial number, such that each 
fixed disk drive has the same encrypted predetermined 
disk drive serial number; 

receiving software with an associated encrypted target 
serial number; 
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number from a remote computer. 

14. The method of claim 8 wherein said receiving 
includes retrieving the software with the associated target 
serial number from a remote computer via the Internet. 

15. A computer program product for use in conjunction 
with a computer system having a plurality of fixed disk 
drives, the computer program product comprising a com- 
puter readable storage medium and a computer program 
mechanism embedded therein, the computer program 
mechanism comprising: 

a disk installation procedure that configures each hard 
disk drive with a predetermined disk drive serial 
number, such that each hard disk drive has the same 
predetermined disk drive serial number; 

an authenticate disk procedure that determines whether 
the disk drive has a disk drive serial number that is the 
same as a target serial number associated with a speci- 
fied file; and 

a software installation procedure that 

receives software with the associated target serial num- 
ber; 

calls the authenticate disk procedure; and 
installs the software when the authenticate disk proce- 
dure determines that the disk drive serial number on 
every disk drive of the plurality of fixed disk drives 
is the same as the target serial number associated 
with the received software. 

16. The computer program product claim 15 further 
comprising instructions that: 

periodically invoke the authenticate disk procedure to 
determine whether the associated target serial number 
is the same as the disk drive serial number on every 
disk drive; and 

prevent the computer system from accessing the software 
when at least one of the disk drives has a disk drive 
serial number different from the associated target serial 
number. 
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17. The computer program product of claim 16 wherein 
said instructions that prevent uninstalls the software. 

18. The computer program product of claim 15 wherein 
the computer system has a processor with a processor 
identifier, and the disk drive serial number is the processor 5 
identifier. 

19. The computer program product of claim 15 further 
comprising: 

instructions that store the software with the associated 
target serial number on a removable disk, wherein the 10 
software installation procedure retrieves the software 
with the associated target serial number from the 
removable disk. 

20. The computer program product of claim 15 wherein 
the software installation procedure retrieves the software 15 
with the associated target serial number from a remote 
computer. 

21. The computer program product of claim 15 wherein 
the software installation procedure retrieves the software 
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with the associated target serial number from a remote 
computer via the Internet. 

22. A method of securing software in a computer system 
having a plurality of fixed disk drives, comprising: 
configuring each fixed disk drive with a predetermined 
disk drive serial number, such that each fixed disk drive 
has the same disk drive serial number; 
receiving software with a single associated target serial 
number; 

determining whether the associated target serial number 
of the software is the same as a disk drive serial number 
on every fixed disk drive of the plurality of fixed disk 
drives; and 

installing the software when the serial number on every 
fixed disk drive of the plurality of fixed disk drives is 
the same as the associated target serial number of the 
software. 

* * * * * 
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